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1. Introduction

1.1 Description of the plugin
Email Login Verification is a type of pluginuser for Joomla 5 that implements a system of
two-factor authentication (2FA) based on a code sent via email. At each login, the user is
immediately logged out after authenticating the credentials and must enter a numeric
code received in their email box to complete access. This mechanism structurally prevents
account sharing among multiple people.

1.2 Main features

Real verification Immediate logout after login; the user is a guest until completion of the
verification. No bypass possibilities via URL, logo or direct navigation.

Robust security Codes saved in the database with UTC timestamp, maximum attempts
configurable, automatic temporary lockout, IP tracking.

One-time code Each code is valid for a single verification and is removed from the database

after use or on expiry.

Expiry The validity period of the code is adjustable in minutes via the panel of
configurable administration.

Email
customizable

Subject, body, sender configurable. Four dynamic placeholders 
available in both the subject and the body.

UI standalone Verification page completely independent of the active Joomla template.

Does not alter the site's graphics.

Clean URL The browser bar shows the site's URL (not the /com_ajax path)
while waiting for the code.

Multilingual Full IT-IT and EN-GB support. All interface texts respect the
site language.

Selectable groups Verification can be applied only to specific user groups, leaving the

others unchanged.

Frontend Only The plugin operates exclusively on the site's frontend, leaving the backend 

administrative without additional verification.

1.3 System Requirements
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Component Requirement

Joomla 5.x (tested on 5.1+)

PHP 8.1 or higher

Database MySQL 5.7+ / MariaDB 10.4+

Email SMTP configured or PHP mail() working
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2. Installation

2.1 First installation
The installation is done via the standard Joomla extension manager by uploading the
plugin ZIP file. At the end, the plugin automatically creates the necessary database table.

1 Access the backend
Open the Joomla administration panel: System →  Management → Extensions → Install

Upload the ZIP file2
Select the "Upload Package File" tab and drag the file plus4j-email-login-verification-pro.zip (or
use the "Browse package file" button).

Confirm the installation3
Click "Upload & Install". Joomla will display the confirmation message and the table
#__emailverification_pending will be created automatically.

Enable the plugin4
Navigate to System
Enabled.

     Management → Plugin, search for "Email Login Verification" and set it to

5 Configure the parameters
Open the plugin and configure at least the user group to verify (see chapter 3).

Tip: After installation, test the functionality in an incognito browsing window to avoid
interference with the active administrator session.

2.2 Update from a previous version
The update does not require uninstallation. Simply install the new ZIP package, overwriting
the existing version.

Note: During the update, Joomla will ask "The plugin already exists. Overwrite?" — answer
Yes. The settings already configured will be retained.

2.3 Uninstallation
The uninstallation automatically removes both the plugin files and the database table
#__emailverification_pending.
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Attention: Removing the table will delete pending verification records. Users who had a
code pending must log in again.
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3. Configuration

The configuration panel is located in System → Management→         → Plugin  → Email Login 
Verification..  

It is divided into two tabs: Plugin (general parameters) and Email Settings.

3.1 General parameters (Plugin tab)
The plugin operates exclusively on the frontend of the site. The administrative backend is 
not affected by email verification and maintains the normal login process.

Parameter Default Description

User Groups Registered User groups that must complete email verification. It is
possible to select multiple groups. Leaving it empty disables the

plugin.

Code Length 6 Number of digits in the verification code. Accepted values: from 4 to

10.

Code Expiry (minutes) 15 Code validity time expressed in minutes. After this
time the code is rejected and the user must request a new one.

new.

Maximum Attempts 3 Maximum number of incorrect entries before account is temporarily blocked.

temporarily of the account.

Lockout Duration 15 Lockout duration (in minutes) after exhausting attempts
(minutes) maximums.

3.2 Email Settings (Email Settings tab)
The fields in this tab are optional. If left empty, the plugin automatically uses the default
texts in the active site language. Once filled in and saved, the customized texts are used
regardless of the site's language.

Parameter Default Description

Email Subject (empty) Email Subject. If empty, uses the default text. Supports the
placeholders.

Email Body (empty) Message body. If empty, uses the default text.
Supports placeholders.
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Sender Name (name Sender name. If empty, use the site name from the
site) global configuration.

Sender Email (email Sender email address. If empty, use the site's email
(site) global configuration.

Hint: The field descriptions, visible by clicking the ? icon next to each field, show the full
list of placeholders available directly in the backend.

3.3 Placeholder email
Placeholders are variables that are replaced with real values at the time of sending each
email. They can be used in both the subject and the body of the message.

Placeholder Replaced value Subject Body
or

{USERNAME} Username of the user logging in

{CODE} Generated verification code

{EXPIRY} Minutes of code validity

{SITENAME} Name of the Joomla site

Example of customized email body:

Subject: [{SITENAME}] Your access code

Hello {USERNAME},

Your verification code is: {CODE}

The code is valid for {EXPIRY} minutes.

If you did not request this access, ignore this email.

The {SITENAME} team
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4. Operation

4.1 Authentication flow
The plugin intercepts every login of the configured groups and applies the following flow:

Login credentials The user enters username and password in the Joomla standard form.

Code generation The plugin generates a random numeric code (default 6 digits) and saves it

in the database with UTC timestamp.

Email sending The code is sent to the user's registered email address via the
Joomla mailing system.

Immediate logout The user is immediately logged out — not authenticated. The
session cookie is replaced with a verification cookie (HttpOnly, 30
min).

Verification page The user is redirected to the code entry page. Any
attempt to navigate elsewhere returns to the verification page.

Code entry The user enters the code received via email. The plugin checks: expiry,
lockout, correctness of the code.

Re-login If the code is correct, the plugin performs programmatic re-login
of the user, deletes the verification cookie and the database record.

Redirect to home The user is now authenticated and redirected to the site homepage.

4.2 Verification page
The verification page is an independent HTML page that does not load the active Joomla template
(uses format=raw), avoiding any graphical interference with the site design. The URL shown in the
browser's address bar matches the site's homepage thanks to history.replaceState().

• Input of single digits

Six separate boxes with automatic navigation to the next field, paste support and
arrow keys.

• Verify Button

Enabled only when all digits have been entered.

Page 8



Email Login Verification Plugin — Manual v 2.0

• Button Send new code

Generates and sends a new code. Disabled for 30 seconds after each send to prevent
spam.

• Status messages

Each server response (wrong code, expired, blocked, sent) is shown inline in the card.

• Success screen

After correct verification, a confirmation animation with a progress bar appears
before redirect.

4.3 Security and protections

Protection Implementation

Real logout No user remains authenticated while waiting for the code. The only way
to access is to complete the verification.

Persistent database Codes are stored in the database, not in the session. Resistant to server reboots and cleanup of sessions.

server and session cleanup.

Secure cookie The reference to the verification record is in an HttpOnly cookie named
randomized. Not accessible from JavaScript.

UTC expiration Timestamps stored in UTC with gmdate(). Compared with time() (always
UTC). No timezone issues.

Limited attempts After N incorrect attempts (configurable) the account is locked for M minutes

(configurable).

CSRF Token All AJAX requests verify the Joomla session token.

Output buffer PHP output is cleaned before each JSON response to avoid
corruption from PHP warnings.

Automatic cleanup The record is deleted from the database after successful verification or at
cookie expiry.
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5. Troubleshooting

5.1 Common problems

Attention: The code always expires: Check the server's time zone configuration. The
plugin saves timestamps in UTC via gmdate(). If the problem persists, temporarily
increase the "Code Expiry" to 60 minutes to isolate the issue.

Attention: The email does not arrive: Check the SMTP configuration in System Configuration
Global Server Mail Settings. Test by sending a test email. Check the folder
recipient's spam folder.

Attention: The verification form does not appear (redirect to home): The verification
cookie may not be set. Ensure cookies are enabled in the browser and that the site
has no policies blocking session cookies. Test in an incognito window.

Note: Message "No pending verification": The verification cookie has expired (30 minutes)
or been deleted. The user must log in again from the start.

Note: Verification is not requested for some users: Check that the user's group
is included in the "User Groups" list in the plugin settings. Also verify the
"Frontend Only" option if using the frontend.

Attention: JSON parse error in the browser console: PHP warnings are printed
before the JSON. Check that there are no PHP errors in the Joomla debug panel.
The plugin calls ob_clean(), but warnings from other plugins could interfere.

Hint: The user remains blocked after too many attempts: Access the database and
set the lockout_until field to NULL in the #__emailverification_pending table for the
affected user. Alternatively wait for the lockout to expire.

5.2 Useful database queries
To diagnose problems or perform maintenance, the following SQL queries can be run via
phpMyAdmin or the MySQL client (replace the prefix with the site's prefix).

View all pending records:

SELECT id, username, created_time, attempts, lockout_until
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FROM #__emailverification_pending

ORDER BY created_time DESC;

Unlock a blocked user:

UPDATE #__emailverification_pending

SET lockout_until = NULL, attempts = 0

WHERE username = 'nome_utente';

Manual cleanup of expired records (over 24 hours):

DELETE FROM #__emailverification_pending

WHERE created_time < DATE_SUB(UTC_TIMESTAMP(), INTERVAL 24 HOUR);
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6. Technical reference

6.1 Package structure

plus4j-email-login-verification-pro.zip

emailverification.php Main plugin logic

emailverification.xml Joomla Manifest (version, parameters)

tmpl/

H verify.php Standalone HTML verification page

sql/

H install.mysql.utf8.sql Create table at installation time

H uninstall.mysql.utf8.sql Removes table on uninstall

language/

it-IT/

H pig_user emailverification.ini

H emailverification.sys.ini

en-GB/

plg_user_emailverification.ini

plg_user_emailverification.sys.ini

Database table structure:

Field Type Description

id INT Unique identifier of the record
AUTO_INCREMENT

user_id INT Joomla user ID (#__users)

username VARCHAR(150) Username for quick reference

verification_c VARCHAR(20) Generated numeric code
ode

created_time DATETIME UTC creation timestamp (gmdate)
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verified TINYINT 0 = not verified, 1 = verified

attempts INT Wrong attempts counter

lockout_until DATETIME UTC timestamp of end of lockout (NULL = not locked)

session_id VARCHAR(200) Session ID at initial login

ip_address VARCHAR(45) Audit IP address (IPv4 and IPv6)

6.2 Changelog

v2.0.0 February 2026

• Code simplified and optimized for production

• Improved stability and reliability of the verification flow

v1.0.3 February 2026

• Placeholder {USERNAME}, {CODE}, {EXPIRY}, {SITENAME} now work also in the email
subject (previously only in the body)

• Added {SITENAME} placeholder

• Backend field descriptions updated with full placeholder list

v1.0.2 February 2026

• Empty default email fields — the default text respects the site language

• Fixed: language keys were not translated in the default XML fields

v1.0.1 January 2026

• Frontend interface fully localized (it-IT / en-GB)

• JavaScript strings managed via i18n object passed from PHP

• Backend field hints now translated

v1.0.0 January 2026

• Standalone verification page independent of Joomla template (format=raw)

• Clean URL in browser bar via history.replaceState()

• Fix dispatcher: verify action before format to avoid conflicts

• Fix timezone: all time code uses UTC (gmdate / strtotime UTC / time())

• Output buffer (ob_clean) before every JSON response

• Secure architecture: real logout, database, HttpOnly cookies
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